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n151% SQL a599) bufiasaluu?

e SQL LiJumM‘nuﬂsvﬁmsmﬂummumLLavaﬂﬂﬁiﬂauaiuﬁwuﬂaua LLG\’)’]L?IEM
Tﬂsumummamummmu Taan1s3anldanas SQL wWun1e DB-API 139°) W3,

mimmi‘ltymmumh
sql="INSERT INTO user (user name, password) VALUES (%s, %s)"
cCursor = conn.cursor ()
cursor.execute(sgl, ('rick', 'parrot'))

e {leuvin SQL injection attacks

o ayvnnsgn@anyu DB-API filyf
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SQL injection attacks

sql="INSERT INTO user (user name, password) VALUES
cursor = conn.cursor ()
cursor.execute(sgl, ('rick', 'parrot'))

* vinng LiszaeAn La password 11U

parrot'); DELETE FROM user; --

e SQL N5zUUALABILITINNINIUAD

INSERT INTO user (user name, password) VALUES ('rick',
DELETE FROM user; --'

* FIANFIHITAUTDNAK LINIHHA TUg UTDY S

(

o

s, %s)"

'parrot');
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nsaillagu DB-API

Standard DB-API

sgql="INSERT INTO user (user name, password) VALUES (%s, %s)"
cCursor = conn.cursor ()
cursor.execute(sgl, ('rick', 'parrot'))

Oracle DB-API

sql="INSERT INTO user (user name, password) VALUES (:1, :2)"
cCursor = conn.cursor ()
cursor.execute(sqgl, 'rick', 'parrot')
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What is SQLAIchemy?

e SQLAIchemy Aalnsaulaunsd @s19lag Mike Bayer &9 lad1%suas 196 uAa6D
FTAVGIEINILIULDNALTIGNNUS (relational database)

e Oracle, DB2, MySQL, PostgreSQL, SQLite

* SQLAIchemy wengun lid@unsinsagiudaya L lunanivdnndulan
Tusunsw waz M lvnsfasiagiudayariiu SQL luauasnuaWnaaegiudnya

o MIfRnapgIUABNa[ U SQLAIchemy N laaasisAn

* SQL expression language waz object-relational mapper (ORM)
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What is SQLAIchemy?

sql="INSERT INTO user (user name, password) VALUES (%s, %s)"
cCursor = conn.cursor ()
cursor.execute(sqgl, ('rick', 'parrot'))

e SQL expression language

statement = user table.insert (user name=‘rick’, password=‘parrot’)
statement.execute ()
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What is SQLAIchemy?

sql="INSERT INTO user (user name, password) VALUES (%s, %s)"
cCursor = conn.cursor ()
cursor.execute(sqgl, ('rick', 'parrot'))

® object-relational mapper

Session = sessionmaker ()
session = Session ()
u = User ()

u.user name=‘rick’
u.password=‘parrot’
session.save (u)
session.flush ()
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SQLAIchemy Architecture

* Engine

e MetaData Management

e Types System

e SQL Expression Language

e Object Relational Mapper (ORM)
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—Ngine

o Jugaisuaulunsisuld SQLAIchemy (favasannasanauEnly)

* engine VN HUIN LUAI5IANTS connection pool waz M k¥nsisenlyd SQL laau
NUFUTBYA (NUN1N SQL dialect layer)

Qdﬂ

191 1: §919970 MetaData

metadata = MetaData(‘sglite://")
engline = metadata.bind

351 2: #3192 ULDINTIY)

engine = create engine(‘sglite://")
metadata.bind = engine
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—Ngine

o engine axsnlZlunisBanldaas SQL Tnaasald (dGrdaans)

for row 1n engine.execute ("select user name from tf user"):

o

print 'user name: %s' % row['user name']

10
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MetaData Management

e MetaData lalun1siivuazinnisdpyainenulaseasnenisny (database
schema)

5N 1 499N DU LLﬂ’JNﬂﬂ‘U engine Nyas

unbound meta = MetaData()
dbl = create engine(‘sqglite://’)
unbound meta.bind = dbl

‘:\‘:’Acs

8% 2: d94 engine wazunnNu MetaData

db2 = create engine(‘sglite:///testl.db’)
bound metal = MetaData (db2)

Qad

5N 3: d519NSBNNY engine TudiLagn

bound meta2 = MetaData(‘sglite:///test2.db’)

11
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MetaData Management

e MetaData azgnlalun13as19a1919

# Create a bound MetaData
meta = MetaData('sglite://"'")

# Define a couple of tables
user table = Table(
'tf user', meta,
Column ('id', Integer, primary key=True),
Column ('user name', Unicode(1l6), unique=True, nullable=False),
Column ('password', Unicode(40), nullable=False))

group table = Table (
'tf group', meta,
Column ('id', Integer, primary key=True),
Column ('group name', Unicode(l16), unique=True, nullable=False))

# Create all the tables in the (empty) database
meta.create all ()

# Select all the groups from the tf group table

result set = group table.select () .execute () i
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Types System

o Judmlunsuldsvaiindayalusiudoyalvidusiindayaly Python

e SQLAIchemy lata3anaand @ dunanan TypeEngine) Linluna
sglalchemy.types &4 lunnansgiona lisaesudayaueasng lunsaiisnaiunse
§59AaNd lHNZUN D96

class ImageType (sglalchemy.types.Binary) :

def convert bind param(self, value, engine):
sfp = StringIO()
value.save (sfp, 'JPEG'")
return sfp.getvalue()

def convert result value(self, value, engine):
sfp = StringIO (value)
image = PIL.Image.open (sfp)
return 1mage

13
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SQL Expression Language

* APl dnsunisauinazlsudssansenlanulusduuy Python uaz luauasiny
FIUUDYA

select ([user table.c.user name, user table.c.password],
where=user table.c.user name=='rick')

gnudaaiu SQL Al

SELECT tf user.user name, tf user.password
FROM tf user
WHERE tf user.user name = ?

AN284 user_name vzgnad lUwsannu SQL
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SQL Expression Language

v

® 99H

* annne: lavanANgn lalu bind parameters azgn escaped nau #97NIA
g1NMBNI1INT SQL injection attacks

e fitszAnSnn: tlipeannszuuilananazun query string Lennaux g luala
79 IszuuInN13g 1Dy a LspIa319 execution plan Tna

o Lagunugiudaya: SQLAIchemy azdnaauniIsudaslvidunis SQL 7
doAAaNNUFIUTaNaNcApIN Tz Y

15
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Object Relational Mapper (ORM)

e NN5l7WA Engine, Metadata, TypeEngine waz SQL expression language 1
anTa ldulaua) uanasnuiazesess SQLAIchemy agint ORM

e ORM v lunstdaauanselugiudayalvas lusiuuuaee Python object
lagnis1Uszne object wag MNSINLENINNAY NNUNIN LG mapper [@pNNIFD
faIULENAIYNY
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Object Relational Mapper (ORM)

¢ i52A1FARM1514

user table = Table(
'tf user', metadata,
Column ('1id', Integer, primary key=True),

Column ('user name', Unicode (16), unique=True, nullable=False),
Column ('email address', Unicode(255), unique=True, nullable=False),
Column ('password', Unicode (40), nullable=False),

Column ('first name', Unicode (255), default='"),

Column ('last name', Unicode (255), default='"),

Column ('created', DateTime, default=datetime.now))

group table = Table(
'tf group', metadata,
Column ('id', Integer, primary key=True),
Column ('group name', Unicode (16), unique=True, nullable=False))

user group = Table(
'user group', metadata,
Column ('user id', None, ForeignKey('tf user.id'), primary key=True),
Column ('group id', None, ForeilgnKey('tf group.id'), primary key=True))
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Object Relational Mapper (ORM)

* 1Jsznel object

class User (object) : pass
class Group (object): pass

* 1Jsn1f mapper

mapper (User, user table,
properties=dict ( groups=relationship (Group,
secondary=user group,
backref= ‘users’) )
mapper (Group, group table)

# userl's "groups" property will automatically be updated
groupl.users.append (userl)

# group2's "users" property will automatically be updated
userZ.groups.append (group?)

18
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Object Relational Mapper (ORM)

e N5uA by User Aand@inanuLanie hash 24 password

import sha
class User (object) :
def get password(self):
return self. password

def set password(self, value):
self. password = sha.new(value) .hexdigest()
password=property( get password, set password)

def password matches (self, password):

return sha.new(password) .hexdigest () == self. password

mapper (User, user table,
properties=dict ( password=user table.c.password))
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Getting Started

20
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A5n130a63 SQLAIcChemy

e a2 lviam lWa hitp:// peak.telecommunity.com/dist/ez_setup.py

* NNWA1EI python ez_setup.py (W denefidnsidu administrator)
o \A309ila easy_install asgnANASN c:\pythonxx\scripts

* NUNANET
e casy_install -UZ SQLAIchemy

* NAFRBUNITAAN LAY

>>> 1mport sglalchemy
>>> sqglalchemy. version
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AP LATIHT NFIUL DN

~ | tf_user v
id INT
tf_grou v tf_user group v
:I -group ‘ | :l = —Fom user name VARCHAR(16)
id INT | user id INT ,
, T i B T password VARCHAR(40)
group name VARCHAR(18) | 7+ group_id INT ‘
> = ‘ display name VARCHAR(255) |

created DATETIME

1
A 4

A
~ | tf_group_permission v ~ | tf_permission v
permission_id INT | | id INT |
| [TH|
group_id INT s | < permission_name VARCHAR(16) |
S =
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AARDFIUYDNALATHININATN

from sglalchemy import *
from datetime import datetime

metadata = MetaData('sqglite:///tutorial.sglite')

user table = Table( 'tf user', metadata,
Column('id', Integer, primary key=True),
Column ('user name', Unicode (16), unique=True, nullable=False),
Column ('password', Unicode (40), nullable=False),
Column ('display name', Unicode (255), default=u''),
Column ('created', DateTime, default=datetime.now()))
group table = Table( 'tf group', metadata,
Column('id', Integer, primary key=True),
Column ('group name', Unicode (16), unique=True, nullable=False))

permission table = Table( 'tf permission', metadata,

Column('id', Integer, primary key=True),

Column ('permission name', Unicode(l16), unique=True, nullable=False))
user group table = Table( 'tf user group', metadata,

Column ('user id', None, ForeignKey('tf user.id'), primary key=True),

Column ('group id', None, ForeignKey('tf group.id'), primary key=True))
group permission table = Table( 'tf group permission', metadata,

Column ('permission 1d', None, ForeignKey('tf permission.id'), primary key=True),
Column ('group id', None, ForeilignKey('tf group.id'), primary key=True))

metadata.create all ()

23
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NSARANLAZUSULNF UTDYA
>>> stmt = user table.insert() 85149 INSERT statement

>>> stmt.execute (user name=‘foo’,
password=‘bar’,
- .. display name=‘Foo Bar’) 2
>>> stmt.execute (user name=‘fool’,
password=‘bar’,
display name=‘Foo Bar Clone’)

>>> metadata.bind.echo = True aag SQL ﬁa%qqﬁu

24
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NSARANLAZUSULNF UTDYA

>>2>
>>>
>>>

>>>
>>>

>>>

>>> . i
row.password attribute lookup
>>> row.created
>>> row.ltems ()
#5719 SELECT statement wuuiidaula
>>> stmt = user table.select (user table.c.user name=='rick')

stmt = user table.select ()

result = stmt.execute()
for row 1n result:
print row

result = stmt.execute ()
row = result.fetchone ()

row[ ‘user name’ ]

8919 SELECT statement

\dandpyanivualy user_table

v

AZBNE LULaILIN

dict-like indexing

>>> print stmt.execute () .fetchall ()

25
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NSARANLAZUSULNF UTDYA

>>>
>>>

>>>
>>>

stmt = user table.update (user table.c.user name == ‘foo’)

stmt.execute (password=‘secretl23’) o o a Ao
UsuUpzayatauniog

stmt = user table.delete(user table.c.user name != ‘foo’)

stmt.execute () .
AUVDYA

SQLAIchemy leita3aniane insert() select() update( ) waz delete( )
Tidnsun1svinaungudau

26
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N5 L9 ORM

from sglalchemy.orm import *

class User (object) : pass
class Group (object) : pass
class Permission (object): pass

mapper (User, user table)

mapper (Group, group table)
mapper (Permission, permission table)

* unit of work (UOW) : n5U3uleguainyasinunig object Andsnnge) azligna
lTunszuuaanIsgIudpyanuy aunang lgazad flush()

o Uszlani : annanldlunsiesaniiafinaan1staya lULAazA
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N5 L9 ORM

* aand Session : I MIUNTAAMINNITILAsULUAIPDY object LnaNazUTULS
AN IFFNNUEAY waz IDudURAAaBINDISENAZDNAIINATT

Session = sessionmaker (bind=engine)
session = Session ()

* 3ENATDNA LU user_table NINNA

>>> query = session.query (User)
>>> list (query)
>>> for user 1n query:

print user.user name

28
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N3 b9 ORM: query

° |38NQIN primary key
>>> query.get (1)

* (3ENANIVINA
>>> query.all ()

o Sanauuuiiaule

>>> for user 1n query.filter by(display name='Rick Copeland'):
print user.id, user.user name, user.password

>>> for user 1n query.filter (User.user name.like('rick%')):
print user.id, user.user name, user.password
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N9 Ly O

query.

query.

query.

query.
query.

filter (User.
filter (User.
filter (User.

filter (User.
filter (User.

RM: query

name

name

name.

name.
name.

== 'ed') # equals

= 'ed') # not equals
like('%ed%')) # LIKE
in (['ed', 'wendy',
in

'Jack'])) # IN

session.query (User.name) .filter (User.name.like('%ed%'))))

query.

query.

query.

query.

query.

query.

filter (~User.name.in (['ed', 'wendy', 'jack'])) # NOT IN
filter (User.name == None) # IS NULL

filter (User.name != None) # IS NOT NULL
filter (and (User.name == 'ed', User.fullname == 'Ed Jones'))
filter (or (User.name == 'ed', User.name == 'wendy')) # OR

filter (User.name.match('wendy')) # MATCH

# AND

30
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n15 b4 ORM: insert, update

* NNSLNNADNA

>>>
>>>
>>>
>>2>

>>>

>>>

newuser = User ()
newuser.user name = ‘mike’
newuser.password = ‘password’

. g9 lanNTDNaaunNIazaa flush
session.add (newuser) u

len(list (user table.select () .execute())) ﬂﬂaauﬁﬁiugTuﬁaga

LIHDISENANY object SzuUaz flush dpya vl lasdn [UNG

query.count () . s _ _
vn lafpens LWas19 Session = sessionmaker(atuoflush=False)

* 1/5U1l592DNAAN

>>>
>>2>
>2>2>

newuser.password = ‘new password’
newuser.display name = ‘Michael’
session.commit ()

31
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N5 L9711 ORM: delete

° AUADNA

>>> gession.delete (newuser)
>>>

>>> gession.commit ()

32
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NNSEsNAAdLUY declarative

from sglalchemy.ext.declarative import declarative base

Base = declarative base()
class User (Base) :
__tablename = "tf user'
1d = Column (Integer, primary key=True),
user name = Column (Unicode (16), unique=True, nullable=False)
password = Column (Unicode (40), nullable=False)
display name = Column (Unicode (255), default=u'')

created = Column (DateTime, default=datetime.now())

def  1nit (self, user name, password, display name) :
self.user name = user name
self.password = password
self.display name = display name
Base.metadata.bind = create engine('sglite://")

Base.metadata.create all()

user table = User. table # access the mapped Table

33
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N1SNIYUG attributes

class SomeClass (Base):
__tablename = 'some table’
id = Column("some table id", Integer, primary key=True)

ISIFENITINHUNTDDY field My primary key 1a4le Fegnlainvuaazidu “id”

SomeClass.data = Column( 'data’', Unicode)
SomeClass.related = relationship(RelatedInfo)

[ENISaLAN field W ldvasannnisasienandle 29alu Table wag mapper
pnilasuligndadlaadn luaG
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ANSESI9ANNANNUS (Relationship)

# one-to-many relationship

class Address (Base) :
tablename = 'tf address'

id = Column (Integer, primary key=True)

emall = Column (Unicode (50), nullable=False, unique= True)
user 1d = Column (Integer, ForeignKey('tf user.id'))
user = relationship (User,

backref=backref ('addresses',order by=1d))

def 1nit (self, email, user=None):
self.emalil = email
self.user = user

35
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N5 lFNNIRg NG9 (Related Objects)

>>>
>>>

>>2>
>>>

>>>
>>>

>>>
>2>2>

>>2>
>>>

>>2>

Jack = User(‘jack’, ‘abcdef’, ‘Jack Bean’)
Jack.addresses

Address (‘'jackl@hotmail.com’, jack)
Address (‘'jackZ2@dgmail.com’, jack)

Jack.addresses [0]
Jack.addresses [0] .user

session.add(jack) # add jack and two addresses
session.commit ()

Jack = session.query(User) .filter by (name=‘jack’) .one()
Jack

jack.addresses # lazy loading relationship

36
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mailto:jack1@hotmail.com
mailto:jack1@hotmail.com
mailto:jack2@gmail.com
mailto:jack2@gmail.com

ANSASIANANNUS (Relationship)

# many-to-many relationship

author keyword table = Table(
‘author keyword', Base.metadata,
Column( 'author id', Integer, ForeignKey( 'authors.id')),
Column( 'keyword id', Integer, ForeignKey('keywords.id'))

)

class Author(Base):
__tablename = 'authors’
id = Column(Integer, primary key=True)
keywords = relationship("Keyword",
secondary=author keyword table,
backref="'authors')

class Keyword(Base):

__tablename = 'keywords'
id = Column(Integer, primary key=True)

37
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N5 lFNNIRg NG9 (Related Objects)

>2>>
>>>

>>>
>>>
>>2>
>>>

>>2>
>>>

>>>
>2>2>

>>2>
>>>

authorl = Author ()
authorl. keywords

keywordl = Keyword ()
keyword2 = Keyword ()
authorl.keywords.append (keywordl)
authorl.keywords.append (keyword?2)

session.add (authorl) # add authorl and two keywords
session.commit ()

author = session.query (User) .one ()
author.keywords

keyword = session.query (Keyword) .one ()
keyword.authors

38
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ANSESI9ANNANNUS (Relationship)

# one-to-one relationship

class Foo(Base):
__tablename = 'foos'
id = Column(Integer, primary key=True)
bar id = Column(Integer, ForeignKey(Bar.id))
bar = relationship(Bar, uselist=False)

class Bar (Base):
__tablename = 'bars'
id = Column(Integer, primary key=True)
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Welbshop database

~ | Customer

id INT

first name VARCHAR(45)
last name VARCHAR(45)
email VARCHAR(45)

| Order v

id INT

created TIMESTAMP
customer_id INT
order_code VARCHAR(45)

1

o\

\

"~ | OrderProduct *

u » order _id INT

2 product_id INT

¥

1
F
/

| Product v
id INT
name VARCHAR(100)

description VARCHAR(255)
price_ex_vat FLOAT
sku VARCHAR(45)

40
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